
6
Preventing

Cyberbullying

My child struggles with her weight. In whom she thought were two
of her best friends she confided her weight during a sleep over and the
next day it was posted on their Bebo site. How cruel can kids be?
Anyhow, I see profanity and slams every day on the Internet while
kids are so-called “chatting,” as a parent my kids know that I am
going to step in and read what is going on at any given minute. More
should do so.

—Submitted anonymously

One of the questions we are asked most often when we speak with
school professionals, parents, and the media is “How can cyberbul-

lying be prevented?” Indeed, some of you have picked up this book solely
to figure out the answer to that important question. We devote this chap-
ter to identifying a number of practical approaches that we believe can
decrease the frequency of online harassment among youth. While there
is no magic bullet to deal with it, there are a number of informed steps
that can minimize the likelihood of adolescent aggression in cyberspace.
Moreover, the advice in this chapter should equip you not only to prevent
cyberbullying but also to lay the groundwork for when you must respond
to cyberbullying (see Chapter 7).
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Some suggest that the only way to prevent cyberbullying and some of
the other negatives associated with adolescent Internet use is to forbid kids
from going online. To be sure, this is the least appropriate course of action.
Think about it for a moment. Would you agree that visiting and touring
Washington, D.C., would be a fantastic learning opportunity for students?
Sure it is: The war memorials, presidential monuments, and governmental
buildings are all great places for kids to see and come to appreciate.
Maybe you would like to take the students in your class or school to

the nation’s capital for a tour. Well, how would you go about it? You cer-
tainly wouldn’t just drop them off at the steps of the White House and say,
“Have fun!” You know that in addition to all of the wonderful educational
opportunities in Washington, D.C., there are many things you wouldn’t
necessarily want your students to see: violence, prostitutes, homeless
people, drunkards, gang members, and so forth. That urban environment
holds a number of dangers; in fact, Washington, D.C., has one of the high-
est crime rates in the United States. Still, that doesn’t mean we should
prohibit our students from visiting the city and taking advantage of its
historical, political, and cultural attractions.
The Internet should be approached in the same manner. It contains in

its seedier corners many things we just don’t want our kids to see: foul lan-
guage, hateful and prejudiced speech, pornography, bomb-making
instructions—and the list goes on. The Internet also has many potential
dangers: sexual predators, kidnappers, and others with malicious or per-
verse intent who may want to bring harm to children. Just as we wouldn’t
leave our kids alone to explore Washington, D.C., we shouldn’t leave them
alone to explore the Internet without supervision, guidance, and explicit
instruction. It is critical to provide them with a clear road map and frame-
work for staying safe and being responsible online and to check in on them
regularly to make sure they are following through.
Eventually, all children will be exposed to things in cyberspace that are

problematic. What they do at that point depends on the instruction they
have received and the habits they have developed. The time, energy, and
effort you put in toward this end will pay great dividends in the lives of the
youth in whom you invest. While it is not a lost cause to talk to adolescents
about appropriate Internet use when they are 17 or 18 years old, so much
should be done earlier. We encourage introducing this topic as early as
possible—and definitely before they start exploring the Internet alone. We
find that between fifth and seventh grade, students begin to use computers
and the Internet more often and for more varied purposes, and we have
spokenwith elementary school children who are vastly more proficient than
their teachers and parents. Youmay not have taught them how to use a com-
puter and the Internet, but they seem to have learned it somewhere.
Kids will undoubtedly become well versed with technology at an

increasingly younger age as we move forward in the 21st century. What
is encouraging is that adults have a great deal of influence and can
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130 Bullying Beyond the Schoolyard

meaningfully shape behavior at these earlier ages. You may know from
experience that this influence lessens as youth approach the teenage
years, so it is vital to step in as soon as possible. This simply means now,
if it hasn’t happened already. We believe that they’ll not only hear you
speak but actually listen to what you are saying.
A comprehensive strategy to prevent cyberbullying, or any other form

of adolescent aggression, requires the cooperation of a number of impor-
tant stakeholders. Parents, teachers, law enforcement officers, other com-
munity leaders, and children themselves all have a role to play. None of
these players will be able to do it by themselves. This chapter will detail
the steps you can take to help prevent cyberbullying and other adolescent
problems that arise with the utilization of technology. We first turn our
attention to the role of the educator, whose responsibilities include for-
mally assessing the current level of cyberbullying, educating students and
staff, establishing clear rules, utilizing the expertise of students, maintain-
ing a safe and respectful school culture, installing monitoring and filtering
software, implementing and evaluating formal anticyberbullying pro-
gramming, and educating parents.

THE EDUCATOR’S ROLE IN
PREVENTING CYBERBULLYING

Assessment

The first proactive step you can take is to assess the level of cyberbul-
lying occurring in your school and the impact it is having on the student
body and educational environment. Determining the current state of
online behaviors among your school population can best be accomplished
through an anonymous survey of students and staff. In fact, this should be
done on a regular basis so that trend data can be reviewed to determine
whether certain problems are improving or worsening over time. There
are a number of general concepts specific to cyberbullying that your
assessment instrument should attempt to address (see Box 6.1).

Box 6.1 Sample Assessment Questions

• Does cyberbullying occur among students at this school?
• How big a problem is it?
• Have you ever been the victim of cyberbullying?
• Have you ever been afraid to come to school because of something some-

body said to you online?
• Have you ever cyberbullied another student?
• If so, why did you do it?
• What should teachers do help prevent cyberbullying?
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It is important that you clearly define what cyberbullying is to the
students so they understand the kinds of behaviors that you are interested in.
For example, in our surveys, we inform respondents that “Cyberbullying
is when someone repeatedly makes fun of another person online or repeat-
edly picks on another person through e-mail or text message or when
someone posts something online about another person that they don’t
like.” Just asking them if they have been cyberbullied, without clearly
describing what it is, can lead to confusion among students and make
interpreting the results difficult.
If the assessment is coordinated districtwide, numbers can be broken

down by school, demographic characteristics (e.g., age, gender, race),
region, special populations, and any number of other variables and even
compared and contrasted with districtwide data on the general makeup
and distribution of students. This analysis can be very instructive in iden-
tifying exactly which schools or groups require the most support, educa-
tion, and resources to deal with cyberbullying. To get you started, we have
included a copy of the cyberbullying survey questions we constructed and
used when collecting our data from middle schoolers in 2007 (Resource F).
Of course, this instrument can be modified to suit your school population.
Additionally, your school may want to consider partnering with a local

college or university to help with the collection, analysis, interpretation,
and presentation of these data. University faculty generally have experi-
ence conducting assessments and can assist in all aspects of the project. In
addition, other resources are available, both online and in print, that pro-
vide more specific guidance for administrators about how to conduct a
thorough assessment. Barbara Trolley, Connie Hanel, and Linda Shields
(2006), for example, provide a number of practical recommendations
toward this end in their book Demystifying and Deescalating Cyber Bullying
in the Schools.

Educate Students and Staff

It almost goes without saying that school districts must educate both
students and staff about the harmful nature of online aggression. School
administrators should take the time to learn about these issues and pass
this important information along to teachers and counselors. As an
example, the district could convene a staff meeting related to youth
Internet safety and bring a specialist in to speak on the topic, provide
actual case studies, and summarize the latest research findings.
After being so equipped, teachers and counselors need to pass this

information on to students. Teachers should take time to discuss cyber-
bullying in their classrooms when they discuss broader issues of bullying
and peer harassment. They should proactively engage students in conver-
sations about a variety of negative online experiences and possible solu-
tions. For instance, teachers can use vignettes or even real examples of
cyberbullying to illustrate its harmful nature and point out that what is
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132 Bullying Beyond the Schoolyard

written or disseminated online is equally as damaging as face-to-face bul-
lying (or worse). A few sample vignettes are presented in Box 6.2, and
others are provided in Resource C of this book. We believe these aptly
portray real-life cyberbullying situations and prompt productive, ongoing
discussions as to what to do (and how to do it).

Box 6.2 Cyberbullying Scenarios

Scenario #1
A girl had her picture taken, which made her feel uncomfortable. Later that

week, her friends tell her that the picture has been posted on another student’s
blog.What should the girl do? Should she fight back?

Scenario #2
A boy has written a poem for his crush and decided to e-mail it to her.The girl

then e-mails it to all of her friends on her buddy list.The next day at school, all of
the kids are making fun of him and his poem. What should the boy do? Is using
e-mail always safe?

Scenario #3
A teacher notices that during computer lab, one student is not using the com-

puter. The teacher approaches this girl and asks her why.The girl does not speak up
right away and nervously looks around the room.Then she replies that she does not
feel like using the computer today. However, the teacher notices that a few of the
other students are looking over and laughing.What should the teacher do? Is the
teacher to assume that the girl is being bullied online? If the teacher finds out that
cyberbullying is taking place, what should she do next?

Scenario #4
A boy has brought his camera phone to school one day. He is using the phone to

take pictures of other students in the class.The next day, the teacher sees that some
of the students are threatening to beat up the little boy.The teacher then finds out that
the boy posted pictures of students on the Web and was making fun of them.What
punishment should the little boy get? Should the other students be punished as well
for fighting? What should the school do to prevent this sort of thing from happening?

Scenario #5
Two boys at school are teasing each other during lunch time.They are calling

each other names and laughing at one another. Both boys are punished, and the
teacher thinks that the fighting has stopped. Rather than fight at school, however,
the students have actually started an online fight. One boy created an entire Web
page to make fun of the other.The boy who is on the Web site has told his parents.
Now the parents have come to the teacher asking why and what is going on.What
should the teacher recommend to the parents? What should the teacher do while
the students are at school?

06-Hinduja-45681:06-Hinduja-45681 7/15/2008 12:01 PM Page 132

Copyright © 2009 by Corwin. All rights reserved. Reprinted from Bullying Beyond the Schoolyard: Preventing and Responding to Cyberbullying  

by Sameer Hinduja and Justin W. Patchin. Thousand Oaks, CA: Corwin, www.corwin.com. Not for sale, reproduction, storage, or distribution. 


